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System Overview

Security
Additional security comes as standard with the Xtag system.

Illustrations in this brochure show all the components of the Xtag intelligent 
building solution and how they work together to provide information which 
is unique.

The Xtag System is an advanced electronic system when utilised within a 
planned security regime will prevent loss of life, assets and stock.

Intelligent Building Solutions

The Xtag Intelligent Building Solution provides information putting you in control.

The building is fitted with tiny discrete digital radio recievers which are continu-
ously in contact with Xtag range of miniature active tags, this allows information to 
be provided about assets, personnel, vehicles or stock. No other system provides 
this level of control.

Health, Safety and Peace of Mind
Xtag solutions are primarily installed to provide health & safety, security. So 
much more than tripwire technology.

Health and safety solutions include, emergency evacuation for all personnel 
with real time information to assist emergency crews immediately after an 
incident. The Xtag system provides real time lists for personnel, showing 
clearly who are safe and who are still within the premises, it will also pro-
vides “last seen” locations IE “fourth floor” which can greatly assist emer-
gency services.

During normal building operation, the Xtag system further increases the health and safety information available as it can pre-
vent access to hazardous areas and even advise should someone stray into danger, it can give invaluable information i.e. “all 
personnel within the premises” reports in real time and provide “last seen” locations for each person e.g. “factory”, Second 
floor office block” etc

Companies are selecting Xtag for its security, fl exibility, and ease of use.
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General Application Drawing

Applications
 Intelligent building management solutions   Health and safety applications
 Emergency personnel evacuation solutions   Real time personnel muster/location output
 Time in attendance functions     Hands free access control
 Security applications      Asset Tagging solutions
 Stock inventory control
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PC Interface
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LAN/WAN
Intranet/Internet
Active Server Pages

Outputs to control
doors / gates / barriers
Inputs for door monitoring

Access readers with Weigand, 
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Planning a Typical System

Typical Xtag active building
The drawing shows a simple view of a building fitted with an Xtag active solution, all personnel are issued with Xtag active 
ID cards, these can carry a photo ID if required. 

A member of staff arriving at the car park finds the secure barrier opens for them, the front door to reception opens allowing 
access, the long range reader in reception detects them and changes their status to “IN”.

Providing access has been granted the staff member can enter the IT suite, this registers their “LAST LOCATION” into the 
system.

Should an emergency evacuation be required, all personnel leave the building and arrive at the outdoor muster point, a 
long range reader at this location detects their active ID cards and logs them as “OUT”, a printer at this location constantly 
updates the list providing valuable information for emergency service personnel.

Long range muster reader provides 
“IN” status for all personnel

Computer running Xtag Pro

Access reader provides hands free 
access to front door of premises

Access reader provides access to secure area 
and “LAST SEEN” location for all personnel

Reception

IT Suite

Long range reader sited at outdoor fi re muster point 
provides “OUT” status for all personnel

Xtag reader fi tted to car park barrier provides 
access to personnel vehicle
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Key System Features

Xtag provides the most advanced personnel / asset solution.

Fully Supervised

Xtag system continually monitors the activity and status of all active 
tags. Each tag emits a regular “presence” signal every 1.4 seconds 
to indicate that it is OK. 

Personnel with a tag simply by walking into a building will automati-
cally be shown as present and ID information will be displayed at 
reception desk pc without the person breaking stride or being aware 
of it.

Vistiors can be controlled or simply tag a book and it cannot leave 
the room.

Confi dence Is Built In

Xtag was designed to minimize maintenance and provide unprec-
edented reliability. Long range readers ensure full coverage, whilst 
adjustable short rangereaders provide “last seen” locations. In ad-
dition, the system’s design minimizes susceptibility to interference 
from other electronic and radio frequency equipment. This elimi-
nates problems caused by external radio equipment.

Tamper Proof Asset Solution

A miniature switch is incorporated within all Xtag asset tags which 
detects any attempt to remove the tag from the asset on the long 

range receiver network, any attempt to disable the tag results in a 
security alert.

Identifi cation by RFID

Each Xtag active tag has a unique RFID number, this enables the 
system to identify each person or asset, displaying them by name 
for ease in administration.

Eliminates Tailgate Exits

A “tailgate exit” is the name given to a condition which occurs fre-
quently with conventional access control solutions, it simply means 
that a person went through a door opened by another persons ID 
badge therefore the system has no record of the event.

Because xtag monitors all tags constantly it would still know how 
many personnel or assets were present, updating administrator soft-
ware or operating security protocols (alarms e.t.c.)

Personnel Friendly

The Xtag active ID cards are designed to be worn by staff using lan-
yards or conference badge clips, the badge is the same shape and 
size as a credit card which allows third party printers and consuma-
bles to be used to produce unique company logos and photographic 
ID as required 

The Xtag has no moving parts, increasing reliability and cleanli-
ness. 

Expandable

Xtag systems were designed to allow a premises to implement the 
system needed today, while having the ability to seamlessly expand 
in the future as needs grow.
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Key System Features Continued

LAN/WAN Compatible

The Xtag System supports multiple PCs, connected over a Local 
Area Network or Wide Area Network. Security personnel and admin-
istrators can all access the system simultaneously.

Different levels of password access ensure security while allowing 
staff members to perform their jobs effi ciently.

Time and Date Record of Activity

The Xtag Pro software records and logs all activity data with time 
and date information.

In a properly confi gured system, the entire history should a problem 
occur, is recorded in detail.

Authorized movements, like the transport of assets or to personnel, 
can also be time and date stamped. 
For example, administrators could determine that John Smith left the 
building on 11th August at 16:43 p.m., and that under his password 
authorization, he took with him asset “Laptop 23” which he retuned 
with at at 9:45 a.m on 14th August.

The system automatically records the identity of the staff member 
who signed out the asset.

The amount of activity data stored is user confi gurable  and largely 
dependent on the computer’s hard drive storage space. Weeks, 
months and years of activity can be stored. 

Data can be backed up to conventional mediums such as tape and 
disc. Xtag uses an industry standard database with sort and fi ltering 
capability. Data can be displayed on-screen and printed or exported 
into other Microsoft compatible data software for maximum fl exibil-
ity

Does not Intefere with Other Electrical Equipment

The Xtag active tag and reader is fully 
approved and does not interfere with the 
operation of other electrical or personal 
equipment. 

Microsoft® Windows® Based

The Xtag Pro Software uses the Windows operating system, creat-
ing a familiar environment for users. This platform also provides the 
system with exceptional fl exibility, allowing it to be confi gured ac-
cording the specifi c needs of an organisation.

Compatible with Windows 98, Windows 2000, Windows ME and 
Windows XP

Low-Battery Alert Feature

Xtag continuously monitors the battery level of all active tags. If bat-
tery power falls below a certain threshold, the system automatically 
generates an alert to indicate that the battery is aging.

The system can be confi gured to generate alarms if:

 The tag is detected in an unauthorised area.
 Someone tries to exit through a protected doorway with an asset 

without authorization.
 The asset tag is interfered with or removed.
 An authorized exit has occurred and someone tries to “tail  

 gate” through the protected exit without authorisation.
 The battery power in the tag has become low.
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System Components

Xtag Active ID Tag
At the heart of the Xtag System is the active ID tag. This small radio transmitter, combining state of the art microprocessor technology with 
excellent design, provides a reliable state of the art solution to personnel and asset systems. 

The tag has a tamper mechanism built in to the design that is enabled continuously when attached to an asset. 

The tag emits a signal and is automatically picked up by the Xtag system. From this time forward, the system 
constantly monitors the tag. 

Tags are reusable and have a warranted life of one year. With a battery life of 3 years. They are waterproof, 
and can be cleaned as required.

Xtag Readers
Xtag Readers are state of the art digital radio receivers installed at regular intervals throughout the monitored area of the active building.  
They receive the Xtag transmissions, time stamp them, and relay them to the Controller PC via a simple network. 

The Xtag reader can be confi gured as “long range” which monitor the tag’s within the permitted areas reporting all presence and low battery 
signals to the host PC, or “access” which monitor areas close to exits, signalling the approach of a tag with fully adjustable range control. 
They can control locking solutions fi tted to the doors/barriers etc.

Long range readers have a simple external antenna and can detect tags in range of 80 metres open fi eld and in an area of 60 meters 
radius (120 meters diameter). 

Access readers have an internal antenna to best suit the location which is fully adjustable to set the range at which a tag is detected 
from 1 meter to 15 meters.

Xtag active building solutions readers have distributed intelligence, they store all tag details in memory and have a local relay 
fi tted which continues to operate even when the host PC is off line or the network is down, this allows the system to continue to 
function in adverse conditions giving total peace of mind.

Xtag Biometrics
For ultra high security areas of your premises biometric thermal fi ngerprint readers can be installed requiring both tag and 
fi ngerprint ID to open the door, should an individual “tailgate” through the door, a security alert can be raised when their 
tag is detected in the area.

Long range readers have a simple external antenna and can detect tags in range of 80 metres open fi eld and in an area of 60 meters 
radius (120 meters diameter). 

Access readers have an internal antenna to best suit the location which is fully adjustable to set the range at which a tag is detected 
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System Components Continued

Host PC
The Windows-based host PC contains the Xtag software that oversees the management 
of the entire system. The software displays all relevant system data utilising active server 
pages accessible via the internet anywhere in the world

Typically located at reception or at a facility’s IT secure area, the computer monitors and 
controls all system operation. 

Additional computers can be connected at other locations throughout the facility and via 
LAN/WAN to any facility in the world.

Xtag Software
The software offers intuitive control through a familiar windows based graphi-
cal user interface. 

Designed for ease-of-use, the software presents only task-critical information 
to the operator.
 
The degree and level of operator access can be regulated through passwords. 
User accounts can be created and authority assigned according to each facili-
ty’s requirements.

The software records all activity, including alarms, in a database. A variety of 
reports of system activity can be selected, viewed on-screen and printed.

Custom reports can be created, and the database can be exported for use with 
third-party software programs, including Microsoft Access.

The Network and Power Supply
The system utilises a simple RS485 network allowing easy installation with 
Belden STP cable throughout.

The readers run from a 12 Volt uninterruptible power supply which allows local 
alarm events to continue in the event of PC failure/off line and network failure.

This provides total peace of mind for the staff using the system.
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Company Profile

About Xtag
Xtag is a leading supplier of products for the security 
and healthcare markets. 

Xtag has established a reputation for providing its 
customers with practical, reliable products based on 
proven FM RF technology. 

Today, the Xtag Baby System is the leading infant 
protection system.

The Xtag active building solution is unique, it sets a standard of health and safety care for personnel as yet not available 
with any other system, furthermore it allows asset monitoring, access control, stock inventory control and high levels of 
site security all within one solution.

Xtag designs and manufactures all of its products in the UK. All manufacturing processes are certified to ISO 9000 in-
ternational quality standard, from order entry to manufacturing and product shipment.
 
The company’s quality system is certified annually by independent auditors.

Xtag has its own team of designers hence all design, software, firmware, networks and system specifications are “in 
house”, this ensures consistent quality from original idea through to finished products. 

It is this commitment to quality that gives Xtag a head start in the ever expanding RFID industry.

Installer Network
The Xtag System is installed and serviced through a network of approved independent dealers.

For information on the dealer in your area, please contact Xtag.

Xtag’s are protected under a community design registration no. 345921 and several patents pending.

Xtag Australasia Pty Ltd, PO Box 1022, Wangara, WA 6065 Australia
Telephone: +61 8 94021139 Fax: +61 8 94021149
www.xtag.net.au - sales@xtag.net.au


